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THE RECENT NEWS ISN'T GOOD. ..

e SEP 13, 2016 BRUCE SCHNEIER BLOG POST: “SOMEONE IS LEARNING HOW
TO TAKE DOWN THE INTERNET” WITH PROBING ATTACKS

 SEP 20, 2016 DDOS ATTACK ON KREBSONSECURITY.COM

« Ocrt 21, 2016 DYN DDOS ATTACK (.1M OF .5M MIRAI INFECTED NODES)
(AFFECTS TWITTER, PAYPAL, REDDIT, SPOTIFY, NETFLIX, CNN, AMAZON, ETC.)

« Nov 26, 2016 ~1M (5%) DEUTSCHE TELEKOM CUSTOMERS KNOCKED OFF
INTERNET BY MIRAI BOTNET (SOAP REMOTE EXECUTION ON DT ROUTERS)

e Nov 30, 2016 CHECKPOINT TECHNOLOGIES DISCOVERS GOOLIGAN,
WHICH HAS ROOTED 1M ANDROID DEVICES AND IS ADDING 13K EVERY DAY

e JAN 3, 2017 SWITCHER TROJAN: ANDROID PHONES ATTACK ROUTER DNS

« JAN 5, 2017 FTC SUES D-LINK FOR INSECURE ROUTERS AND WEBCAMS




WE’VE KNOWN SECURITY WAS THE BIGGEST
CHALLENGE FOR 10T FOR YEARS...

SO WHAT DID WE DO ABOUT IT?

WELL, PRETTY MUCH NOTHING:
(IGNORE IT, MAYBE IT’LL GO AWAY...)

THIS ACTUALLY WORKED UNTIL THE DEVICE COUNT GOT BIG
ENOUGH TO BE ATTRACTIVE TO THE BAD GUYS

(NOTE: THERE ARE BAD GUYS)



HOW BAD WAS THE DYN ATTACK?

CAME FROM AT LEAST 100,000 DEVICES INFECTED BY MIRAI BOTNET

ATTACK GENERATED COMPOUNDING RECURSIVE DNS RETRY TRAFFIC, FURTHER
AMPLIFYING ITS IMPACT

TWO ATTACK WAVES:

* STARTED GLOBALLY, THEN FOCUSED ON US-EAST — 40-50X NORMAL TRAFFIC, MOSTLY
REPELLED

* ABOUT 6 HOURS LATER, MUCH LARGER, MORE DISTRIBUTED ATTACK BEGINS




ATTACKS INFRASTRUCTURE HAVE BROAD
REACH...

Affected services [edit]
Services affected by the attack included:

SaneBox[24] s Verizon

s Airbnbl12] ¢ Education Quality and

Amazon.coml®l
Ancestry.com!13114]
The A.V. Clup!®l
oy

The Boston Globel12]
Box[16]

Business Insidert'4]
CNNI14]
Comcastl!7]
CrunchBasel'4]
DirecTVI14]

The Elder Scrolls
Onlinel41118]
Electronic Arts[17]
Etsyl12119]

Accountability
Office(EQAO) online
testing [20121]
FiveThirtyEight14]
Fox News[22]

The Guardian!2]
GitHub!2I[17]
Grubhub(23]
HBO!4]
Herokul24]
HostGatorl14]
iHeartRadiol131[2%]
Imgurl26]
Indiegogol 13
Mashablel27]

National Hockey
Leaguel'4
Netflix[14122]

The New York
Timesl121[17]
Overstock.com! 4]
PayPall'9]
Pinterest(171119]
PixIr(14]
PlayStation Networkl[17]
Qualtrics!1?]
Quoral'4]
Reddit(13I171119]
Roblox!28]

Ruby Lanel4
RuneScapel'3]

Seamlessl26]
Second Lifel?]
Shopify!'2]
Slack!26]
SoundCloud![12119]

Squarespacel’4]
Spotifyl1310171119]
Starbucksl131(25]
Storifyl16]

Swedish Civil
Contingencies Agency(20]

Swedish Government[30]
Tumblr 131171

Twiliol 310141
Twitterl121(13](17](19]

Communications('?]

« Visal31]

« Vox Medial®2]

« Walgreens!'4

o The Wall Street
Journall??)

o Wikial3]

o Wiredl1®]

« Wix.com(33]

o WWE Network[34]

o Xbox Livel39]

¢ Yammer!26]

« Yelpl14]

o Zillowl"4]




THE INTERNET WAS DESIGNED TO SURVIVE A
NUCLEAR WAR, NOT TO BE FIGHTING IN ONE....

e SECURITY WAS ASSUMED

* ONLY GOOD GUYS WOULD (SHOULD) BE CONNECTED TO
THE NETWORK (WHICH WAS FOR SECURE MILITARY USE)

* DARPA WAS JUST TRYING TO GET IT ALL TO WORK, NOT
WORRIED ABOUT DEFENDING THE NETWORK ITSELF...



DEVICE ANUFACTURERS ARE RESPONSIBLE
FOR THEIR OWN SECURITY, RIGHT?

* “THE INTERNET MODEL"” ASSUMES HOSTS (END DEVICES) ARE
RESPONSIBLE FOR ALL POLICY REQUIRED TO CONNECT SAFELY TO
THE NETWORK

* ORIGINALLY IMPLEMENTED IN “HOST REQUIREMENTS” RFCS

* THERE HAS NEVER BEEN (AND STILL IS NOT) A SECURITY
REQUIREMENT (AND THAT PROBABLY IS NOT A GOOD IDEA
ANYWAY...)




MOST IOT DEVICES ARE "EMBEDDED”

VERY LIMITED RESOURCES

* HARDWARE
« COMPUTE POWER
« MEMORY (RAM)
* CODE SIZE
* STORAGE
* UPDATEABILITY
* SOFTWARE
e STACKS
* OS

Often VERY small relatively




SECURITY USUALLY LAST PRIORITY FOR
DEVICE MANUFACTURERS

* SHIP 15T, THEN MAKE SECURE LATER (IF SOMEONE
COMPLAINS ABOUT IT)

e SECURITY/PENTESTING OFTEN NOT IN BUDGET OR DEV PLAN
e ONLY RARELY REVISITED AFTER FCS

RESULLT; OF INSECURE “ZOMBIE”
DEVICES THAT WILL & CAN BE SECURE



WHAT KINDS OF 10T DEVICES ARE

VULNERABLE?

» ROUTERS o TABLET/PHONES * SPRINKLERS
* NAS STORAGE * HOME HUBS * GAME

e THERMOSTATS  * IP CAMERAS CONSOLES
- DVRS » LIGHT BULBS Aot

much anything
that talks to the
Internet at all...

* SET TOP BOXES * SECURITY SYS.



CASE STUDY: NETGEAR, DECEMBER, 2016...

* AUG 25, 2016: ANDREW ROLLINS (ACEWORM) NOTIFIES
NETGEAR OF TRIVIALLY EXPLOITABLE VULNERABILITY

* AFTER WAITING MORE THAN THREE MONTHS, RELEASED
DETAILS TO CERT

* CERT RELEASES ADVISORY, BASICALLY SAYING “UNPLUG

THESE ROUTERS”
YEAH, RIGHHHT...



B TP-Link  m Asus ® Netgear m Linksys D-Link

TH'S MlGHT BE A BlG Ubiquiti = Cisco ZyXEL Buffalo = Other
DEAL... %
m

NETGEAR IS NEARLY A /il
QUARTER OF ALL
WIRELESS ROUTER
SHIPMENTS.

TOP 3 ARE 75% OF ALL ¥
WIRELESS ROUTERS '




Q: HOW BAD IS IT, REALLY?

MOSsT SEVERE AND MOST EASILY EXPLOITABLE CLASS OF
VULNERABILITY

¢ ALLOWS REMOTE, UNAUTHENTICATED, ATTACKER TO EXECUTE
ARBITRARY COMMANDS WITH ROOT PRIVILEGES ON THE ROUTER

« HOW? JUST GET ANY USER ON THE NETWORK TO CLICK A LINK!




HOW EASY [S IT?

http://<router IP>/cgi-bin/;COMMAND

Affects 17 Netgear Routers: R6200, R6250,
R6400, R6700, R6900, R7000, R7000P, R7100LG,
R7300, R7500, R7800, R7900, R8000, R8500,
R9000, D6220, D6400 (-6 added 12/19)



BUG ALLOWS FIXING ITSELF (IF YOU’RE FIRST.
AND IF THE POWER DOESN’T GO OUT...)

http://<router IP>/cgi-
bin/;killall$IFS 'httpd’

This uses the bug itself to kill the router’s web
server, which is the heart of the vulnerabllity.
Note: This Is secure until the next time
router Is restarted!



HOW LONG WOULD IT TAKE YOU TO REALIZE
YOUR ROUTER* IS “"PWNED” BY A BOTNET?

IF YOU’RE LIKE MOST PEOPLE, THE ANSWER IS NEARER
“FOREVER” THAN ANY FINITE PERIOD OF TIME...

PEOPLE DON’T LOOK AT |IOT DEVICES FOR HACKING THE
SAME WAY THEY WOULD THEIR PC, OR EVEN PHONE...

*HOw ABOUT YOUR THERMOSTAT? OR YOUR SMART
LIGHTBULBS? OR YOUR GARAGE DOOR OPENER, OR
SPRINKLER SYSTEM?




FIC SUITS AGAINST ASUS, TRENDNET & D-LINK

* LEANING TOWARD REQUIRING OWASP
COMPLIANCE TO AVOID NEGLIGENCE

s OWASP.ORG: OPEN WEB APPLICATION
SECURITY PROJECT



WHY IOT IS DIFFERENT

* MOST SECURITY AIMED AT CLIENTS, NOT SERVERS

* |OT DEVICES ARE ALMOST ALWAYS INHERENTLY SERVERS
(WEB & API, USUALLY)

* HOW DO YOU CONFIGURE, SECURE, AUTHENTICATE, ETC,

IN LOOSE, UNDEFINED ENVIRONMENT (ABOUT WHICH YOU
KNOW NOTHING GOING IN)?




HOW MANY COMPROMISED DEVICES DOES
IT TAKE TO COMPROMISE YOUR NETWORK?

ONE. JUST ONE.



CONVENTIONAL SECURITY MODELS
(DON’T WORK...)

Hard Crunchy Shell

WHY? BECAUSE WITH |OT, THEY’RE ALREADY INSIDE YOUR
NETWORK...



SOME RELEVANT QUOTES & TAKEAWAYS

“YOU HAVE ZERO PRIVACY, ANYWAY. GET OVER IT.”’- SCOTT MCNEALY, 1999
“YOU MAY WELL HAVE ZERO SECURITY ANYWAY. GET OVER IT.”
“WITH |1OT, THE BARBARIANS AREN’T AT THE GATE, THEY RE ALREADY INSIDE IT.”

“IMMIGRATION WITHOUT ASSIMILATION IS INVASION™ — BOBBY JINDAL

“FIREWALLS WON’T SAVE YOU ANYMORE”




USUAL WAYS WON'T SAVE YOU ANYMORE

* A BAD |OT BOTNET INVASION IS A BIT LIKE A CHLORINE TRIFLOURIDE FIRE:

“IT IS, OF COURSE, EXTREMELY TOXIC, BUT THAT’S THE LEAST OF THE PROBLEM. IT
IS HYPERGOLIC (IGNITES ON CONTACT WITH) WITH EVERY KNOWN FUEL, AND SO
RAPIDLY HYPERGOLIC THAT NO IGNITION DELAY HAS EVER BEEN MEASURED. IT IS

ALSO HYPERGOLIC WITH SUCH THINGS AS CLOTH, WOOD, AND TEST ENGINEERS,
NOT TO MENTION ASBESTOS, SAND, AND WATER - WITH WHICH IT REACTS

EXPLOSIVELY.”
- FROM “SAND WON’T SAVE YOU THIS TIME” (HTTP://BIT.LY/2KANZHO)




THE ONLY POSSIBLE WAY OUT

* BUILD SECURITY STRATEGIES THAT (MAY USE, BUT) DO NOT RELY ON FIREWALLS

* ASSUME THE BAD GUYS ARE ALREADY INSIDE YOUR NETWORK

* ADAPTIVE TRAFFIC AND BEHAVIOR ANALYSIS MAY BE THE ONLY GOOD WAY
TO CATCH THIS:

MONITOR TRAFFIC PATTERNS TO DETECT THREATS AND BAD BEHAVIOR BY ANY NODE OR
GROUP OF NODES IN THE NETWORK

DEPLOY THESE FILTERS THROUGHOUT YOUR NETWORK (SECURITY MAY BE THE KILLER APP
FOR SDN/NFV)




DISTRIBUTED BEHAVIORAL SECURITY

STARTING TO APPEAR

NORTON ANNOUNCED A NEW DEVICE
AT CES 2017 INTENDED TO HELP THIS
PROBLEM

* SMART ROUTER MONITORS TRAFFIC
AND ISOLATES NODES THAT HAVE
BEEN COMPROMISED

« GREAT IDEA, WITH A FATAL
PROBLEM: $200 (OK) + $120/YR
(NO WAY)




DISTRIBUTED BEHAVIORAL SECURITY

STARTING TO APPEAR

MCAFEE HAS ANNOUNCED THAT
SIMILAR SECURITY SOFTWARE WILL BE
AVAILABLE NOT ON ITS OWN
HARDWARE, BUT TO RUN ON ARRIS
SURFBOARD HOME GATEWAY
ROUTERS

(ALSO HAS SUBSCRIPTION FLAW...)




SWEET DREAMS. ..




